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MFT Password Requirements

Any password you choose must:

1. Be at least 9 characters long

2. Not contain any portion of your name, login, or email address

3. Not contain any portion of any name, including family, friends, kids, pets, or spouse.

4. Not contain your social security number

5. Not contain anybody’s birth date or anniversary

6. Not contain your license plate number

7. Not contain your phone number

8. Not contain any other of your codes or passwords

9. Not be the same as or systematically related to previous passwords

10. Not be a word found in any dictionary (of any language)

11. Not be a word found in any dictionary with a single leading or trailing digit

12. Must contain characters from at least 3 of the following 4 groups:

	Group
	Example

	1) English upper case letters
	A, B, C, … Z

	2) English lower case letters
	a, b, c, … z

	3) Westernized Arabic Numerals
	0, 1, 2, … 9

	4) Non-alphanumeric (“special characters”)
	(){}[],.<>;:”?\/|’~~@#$%^&*+_


Also, you should never ever write your password down anywhere nor give it to anybody over the phone or in an email.
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